Novell. Secure IT Tour




Agenda

- 8:30 - 9:00 Breakfast and Registration

- 9:00 - 9:30 Introduction: Automating Identity
Management for Greater Security & Compliance

- 9:30 - 10:30 Identity & Access Management in Action:

> Automated provisioning and reporting
> Secure access and single sign-on

- 10:30 - 10:45 Break
- 10:45 - 11:30 What's Your Next, Best Step?

> Security and Identity Management Best Practices

. 11:30 - 12:15 Case Study and Questions
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WHY ARE YOU HERE?

- What are YOUR business challenges?

- Does your organization face regulatory pressures?
- Is information theft a current concern?
- Do you need to reduce costs?

- What are you hoping to learn today?
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Security Challenges
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...Lead to Opportunities

N

Security & Compliance
Secure sensitive information & meet regulatory demands

Agility & Cost Containment
Enable growth while controlling costs

“Identity and access management projects are much more than
technology implementations - they have real business value by
reducing direct costs, improving operational efficiency and enabling
regulatory compliance. “

Business Drivers of ldentity and Access Management
- Roberta Witty, Gartner Group November 2003
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What is Required?

1 2 3

Manage Enforce Maximize
Complexity Security and Agility
Compliance

...across all your systems and platforms

“In three to five years, every large organization will have an access
management middleware layer that knows the identity of every user
and device, and manages who can talk to what, when and how.”

The hottest business you never heard of
- CNET Perspectives, May 18, 2005
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Who's Doing This Today?

' AlegentHecalth DamLerCHRYsLER DAL @he Washington Post
Honeywell QUALCOMM ®)Radioshack. @ UN 1T E D

TIME WARNER CABLE  TDbancorp SAFEWAY (9 it Sealed Air

THE POWER OF YOU™ Asset Management Ingredients for life... Qur Products Protect Your Products”

HUMANA IV CCH e ™y ) b
Guidance when you need it most incorpora%ed Impraving Home Improvement —
W
 Agaren "
a5

Hevvill e
Catholic

Wy e t] I:leai'lh(:au'e West mﬁ . an Ga royels

CHW da s Mounled Police  du Canada

D uuomse (B @ wemnor €5C

TOYOTA On Your Side” HEALTH SYSTEM EXPERIENCE. RESULTS.

© Novell Inc, Confidential & Proprietary


http://am.usbancorp.com/
http://images.google.com/imgres?imgurl=http://www.wriec.org/AIG_logo_webuse.jpg&imgrefurl=http://www.wriec.org/&h=162&w=306&sz=38&tbnid=HHVCyvfKoyoJ:&tbnh=59&tbnw=112&hl=en&start=1&prev=/images%3Fq%3DAIG%2BLogo%26svnum%3D10%26hl%3Den%26lr%3D%26safe%3Doff%26rls%3DDVXA,DVXA:2005-20,DVXA:en%26sa%3DN
http://shop.safeway.com/superstore/default.asp
http://www.umb.com/
http://was4.hewitt.com/hewitt/index.htm
http://www.lowes.com/lowes/lkn?action=home
http://www.csc.com/
http://images.google.com/imgres?imgurl=http://clabedan.typepad.com/photos/uncategorized/toyota_logo_1.jpg&imgrefurl=http://www.leblogauto.com/toyota/&h=167&w=200&sz=10&tbnid=du6e3JEFCz0J:&tbnh=82&tbnw=99&hl=en&start=1&prev=/images%3Fq%3Dtoyota%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26safe%3Doff%26rls%3DDVXA,DVXA:2005-20,DVXA:en%26sa%3DN
http://www.ameren.com/
http://www.bestcare.org/?dept=default&imghdr=0
http://www.grainger.com/Grainger/wwg/start.shtml
http://www.nationwide.com/index.html
http://www.mars.com/
http://www.honeywell.com/
http://www.hhcu.org/
http://washpost.com/wpnihomepage?nav=globetop
http://www.radioshack.com/home/index.jsp?clickid=topnav_logo_img

Automating Identity Management for

Greater Security & Compliance




he Challenge:

How can you enable your business to be more open
and agile without limiting security or control?

- Enforce consistent security policy across all systems
- Enable centralized management and reporting
- Deliver real-time automated access management

Strategic Implications

- Can't afford cost of administering users & IT resources

- Shouldn't manage compliance without auditable IT controls
- Won't let complex security policy limit business agility
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he Solution:
Automated Provisioning

It's about:

« Immediate Access
- Instant On

- Rapid time to productivity

- Security Confidence
- Instant Off

- Eliminate known and unknown exposures

- Real Cost Savings
- Integrated, distributed identities
- Reduced points of administration
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Novell Identity Manager 3
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Movell |dentity Manager 3
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Novell. Identity Manager 3
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Novell Identity Manager 3 delivers:

.- Automated User Provisioning
. Self-service Password Management
. Secure Logging, Auditing and Reporting
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Across platforms: Linux*, Windows*, Solaris*, HP-UX*, AIX* & NetWare.
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Managing the Complete User Lifecycle

Routine user
. administration
Provisioning
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Forgot
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op Three Features & Functions

1. Simplified Configuration & Administration
- Automated Provisioning Workflows
- Self-Service Provisioning & Password Management
- [dentity-driven Business Applications
- Visual Toolkit for Identity Management

2. Automated Compliance
- Automated Audit, Reporting & Documentation

3. Secure & Scalable Architecture
- Encrypted Identity Vault
- Bi-directional, Real-time Synchronization
- Open Standards-based/Cross-platform Support
« Unlimited Connectivity
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Why Novell's Solution is Unique

- Real-time event monitoring & reporting, a superior
management console and more out of the box
functionality than any other integrated solution.

- Support for mixed-platform environments and built
on open standards for maximum openness and
ease of connectivity.

“Novell has probably the most intuitive and polished user
interface of the bunch... We were already sufficiently
iImpressed, and then they pulled out Designer”

InfoWorld Review of Identity Management Suites
- October 10, 2005
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Award-Winning Technology

Ahead of the competition InfoWorld

2006

¢« InfoWorld The Identity Management Challenge

- October 10, 2005 Oliver Rist & Paul Venezia

In a recent shootout of competitive identity management solutions
from Novelle, Courion*, IBM*, Microsoft*, Sun*, and Thor
Technologies* Novell emerged victorious.

“Novell Identity Manager proved to be one of the easiest-to-use
solutions in the roundup. The addition of Designer adds even more
Intuitive functionality on top of this suite.”

“Designer gives the Novell solution a definite ooh-aah factor not
found in any of the other products here.”
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Demonstration

Automated Provisioning & Reporting




Demonstration

Secure Access & Single Sign-on




.|
Does This Sound Like You?

- I would like a single solution that controls access
to my web and enterprise applications

.- I need to quickly deploy protected services, while
reducing management overhead

- I need to reduce risk of non-compliance with User
Privacy and other regulations.

- I need to inter-operate with internal and external
business partners

- I need a way to quickly enable services due to
recent acquisitions
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Introducing Novell. Access Manager

The Future of Novell. iChain

Next-generation Access Management Solution
— Secures HTTP applications via Access Gateway
— Secures non-HTTP applications via SSLVPN

- EJB and Servlet fine grained access control via Java*
Agents

— Extensible policy engine

— ldentity federation (SAML and Liberty Alliance)

>No need to modify Web applications to take advantage of new federated identity
standards
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Novell. Access Manager

Non-web
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Best Practices

Security & ldentity Management
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Think About Where You Are Today

®

Where do you want to go next?

Application Integration

ROI

Centralized Access Mgmt

Centralized Identity Authority
Advanced Authentication
Reduced Sign On

Password Sync

Application-specific Security

Partner Federation

Automatic User Provisioning

Self Service/Enrollment
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Your First Identity-driven Project:
What to look for and how to succeed

1. What should I be evaluating?

2. Lessons learned for managing your first
identity and access management project

© Novell Inc, Confidential & Proprietary
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Solution Components:
8 Features to look for:

Integrated roles, rights & rules across product suite
Modular access management

Secure auditing, flexible reporting

Workflow — automated, manual & self service
Password management

Integrated identity vault

Connectivity

Platform performance

0 NO Ok DN E
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1. Integrated Roles, Rights & Rules

What should be evaluated?

The ability to:
— Associate access rights with a role within the organization

— Dynamically assign and automatically change access rights
based on changes in user role

— Mix manual and automatic roles and rights assignments

— Report on roles, rights associated with roles and users
associated with roles

— Use defined organizational information to dynamically route
workflow and approvals
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2. Workflow: Self Service & Administration

What should be evaluated?

— Web-based tool for requesting resource access

— Ability to use defined organizational information to
dynamically route workflow and approvals to the “right”
role/person.

— Ability to delegate approval authority to another

— Automatic escalation of request to alternative approver
as time elapses
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3. Access Management

What should be evaluated?

— Adherence to open/industry standards
— Protection of private user information

— Secure process for transmitting changes in access rights
over the internet.

— Reporting of user access events, changes in access rights
-~ Web and client-based SSO

— Integrated management console for identity & access
management administration
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4. Audit

What should be evaluated?

— Datastore that supports non-repudiation — “Tamper-proof”

— Time stamped records for changes in access rights, roles
and each sequence in approval workflows

— Multi-factor, easy to build reports for users, systems,
administrators workflows and time periods
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5. Password Management

What should be evaluated?

— Ability to reach user self service through the Web
without logging into the network.

— Ability to implement password policy across the entire
enterprise

— Password synchronization across the entire enterprise
(including legacy systems)
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6. Integrated Identity Store

What should be evaluated?

— Ability to connect to multiple data stores to build “one
view” of the user

— Ability to detect and respond to changes in the identity
store in real time

— Ability to detect and roll back changes made to user
attributes automatically, based on policy, in identity store
or application

— Ability to prevent the creation of orphan accounts
through policy
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/. Connectivity

What should be evaluated?

— Avallability of connector development tool
— By-directional synchronization

— Ability to define and connect application and identity data
at any object or attribute level

— Web services functionality & standards-based
- Event-based
— Legacy support
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8. Platform

What should be evaluated?

— Web-based administrative systems for remote management
or integration into existing portals

— All components should be configured for high availability
Including disaster recovery and fault tolerance

— Ability to operate on secure platforms like Linux

- XML-based extensibility for interaction with external
systems

- Demonstrated performance on loads exceeding likely
performance environment

— Doesn’t require rip & replace of existing systems
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Lessons Learned: Your First Identity
Management Project

Project Steps:

1. Discovery & Design

Proof of Concept

Production Prep, Pilot & Rollout
Installation

Documentation

a &~ WD
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1. Discovery & Design

- Determine if pre-existing conditions need to be
addressed before project launch

- Develop a “solution roadmap” of what your world
will look like after project completion

- Including Line of Business Units that “own”
applications in the RFP creation. Examples: HR,
Accounting etc.

- Define the business processes you are looking to
automate

- Map your existing enterprise data model
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2. Proof of Concept

- Focus on access to legacy or silo-ed applications
- [dentify vendor customization requirements

. Consider paying for a more detailed POC/proposal
— with the price being credited towards final
purchase

.- Focus success factors business requirements not
technical minutia
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3. Production Prep, Pilot & Rollout

. Set realistic organizational timeline
expectations

- Make sure solution can support “rollback”
. Create centralized identity “vault”

- Find project champions within user groups
and train them first
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4. Installation Sequence

. Install software

. Set up connected systems

. Activate the software

.- Configure password management
.- Configure entitlements

.- Configure audit and reporting

- Configure workflow & user application
— based on business policies
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5. Documentation

. Detail design and implementation

. Ensure documentation addresses
audit/compliance needs

. Automate documentation production
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Additional Thoughts

. ldentity & access management projects are obtainable
If taken in stages

- Not all technologies may be initially required, but most
are ultimately used, very little shelfware

- Avoid solutions that disrupt existing systems during
deployment

. Align early stage deliverables to primary business
driver to highlight quick win ROI and build internal

support for project

. Focus on the total cost of the project over time - not
just cost of software or support
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Customer Case Study

State of Michigan




N

Michigan State Police Priorities

° . Increase Homeland Security
- Improve Public Safety
. Save Lives
- Reduce Crime

. Speed Arrests
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Michigan State Police Challenges

. Rising Costs - managing criminal justice applications
was becoming costly and inefficient

- Unnecessary Security Risks - users sharing IDs and
passwords at common terminals

. Compliance - new reguirements necessitate unique,
identity-based authentication for users

. Controlled Access - users need access to legacy and
server-based applications

- “Do More with Less” - shrinking budgets for IT
expenditures
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Project Objectives

- Reduce the cost and time of managing identities,
passwords and applications

. Comply with new security regulations

- Build a security infrastructure that will scale for
statewide use

- Enable secure Web access to criminal justice
applications

. Grant users access to applications based on their
identity
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Design Points

Secure, Integration Dynamic
centralized across platforms identity
identity and jurisdictional based portals
management boundaries

Additive solutions that leverage existing investments

© Novell Inc, Confidential & Proprietary
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Approach

- Requirements assessment conducted to define a plan

of attack

. Centralize user identity information

. Synchronize user identity information across multiple

applications

. Integrate more than 50 applications through an

identity-based portal

- Build a secure portal to provide troopers with access

to applications from their office or their car

. Create an infrastructure to support the incorporation

of applications from other state agencies
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Centralized ldentity Management

Desired Outcome

A single, comprehensive view of user identities
Cross-platform identity integration

Role-based identity management
Audits and tracks user access to information
Distributed and delegated administration

Supports multi-factor authentication (RSA)
(certificate, token and biometric forms of identification)
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Integration

Desired Outcome

Web-enable legacy systems

Extend and maximize existing investments

Enable application and information sharing between
federal, state and local jurisdictions

Create a single comprehensive view of criminal justice
community information

Establish the identity of every person requesting
sensitive information

Control access based on roles and responsibilities
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Dynamic ldentity-based Portals

Desired Outcome

Provide quick, convenient and secure access to mission
critical information

Grant access based on individual roles, responsibilities
and established security policies

Provide access across systems & organization boundaries

Support federated, identity-based authentication

Deliver comprehensive information to support rapid
decision making

Control access based on roles and responsibilities
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Michigan State Police Architecture

« White Pages

* Email

» Communities (Discussion, posting board)
» Administrative functions

User (Internet Proxy-based Enterprise App Integration
or State’s network) Gateway Portal Engine

(Security Appliance)

Web App 1

Talcari w w Meta Directory (Synch)
: _ Me
Verification ' Directory ' EAI Directory la D/,e%r
(Syn
C/7)

Existing MSP y J

Users in F&P Tree
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Results

© - 1.500 state troopers can access 10+
applications over the Internet

. Single sign-on to all applications and
resources

- Improved productivity and crime-fighting
capacity

- Improved security

- 40% reduction in identity management
Integration costs

. Distributed administration
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Evolution -
Beyond Michigan State Police

© : Incorporated additional agencies and
applications into the portal environment

— CVISN: Commercial Vehicle Information Safety Network
— CHR: Criminal History Records

- E-Team: Emergency Management
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