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Scope of DiscussionScope of Discussion

We are not covering the technical side of 
security, but the process of making users 
aware of the behaviors behind safe 
computing environments.



What is Security?What is Security?

• Integrity
• Availability
• Confidentiality



What is Awareness?

• Users thinking about their actions

• Sufficient knowledge to make decisions

• Knowing who to ask for help



Certificate Awareness



Certificate Details



What tools do we have?

• User Guidelines
• State, University and Department policies
• Newsletters, posters, emails, blogs, 

podcasts, comics, etc.
• Education: general training and specific 

security training.
• Quizzes: confirm users’ knowledge



What is the message?



Your Experiences 

What Works in your situation and why?



Your Experiences 

What has not worked and why?



New and sharper tools

What would you like to try?



New and sharper tools

Would you like to be part of an on-going 
effort to develop shared tools for 
promoting security awareness?



Links
• Educause Cybersecurity Awareness Resource Library
• Microsoft Security Awareness Program Toolkit
• UMW Security Blog
• VT Security Page
• UVA Security and User Certification Pages
• VMI Security Awareness Policy
• VASCAN conference Oct 18-19, 2007

http://www.educause.edu/Resources/1225
http://www.microsoft.com/technet/security/understanding/awareness.mspx
http://umwitsec.blogspot.com/
http://www.security.vt.edu/
http://www.itc.virginia.edu/security/
http://www.vmi.edu/media/HQ/GeneralOrders/GO 20060817 General Order 27 (Security Awareness Policy).doc
http://www.vascan.org/


Thanks for Attending

Please consider including security 
awareness concepts in any training and 
support activities you deliver.

Ron Angert and Clay Calvert


	Promoting Security Awareness
	Scope of Discussion
	What is Security?
	What is Awareness?
	Certificate Awareness
	Certificate Details
	What tools do we have?
	What is the message?
	Your Experiences
	Your Experiences
	New and sharper tools
	New and sharper tools
	Links
	Thanks for Attending

